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The ultimate hands-on guide to IT security and proactive defense

The Network Security Test Lab is a hands-on, step-by-step guide to ultimate IT
security implementation. Covering the full complement of malware, viruses, and
other attack technologies, this essential guide walks you through the security
assessment and penetration testing process, and provides the set-up guidance you
need to build your own security-testing lab. You'll look inside the actual attacks
to decode their methods, and learn how to run attacks in an isolated sandbox to
better understand how attackers target systems, and how to build the defenses
that stop them. You'll be introduced to tools like Wireshark, Networkminer,
Nmap, Metasploit, and more as you discover techniques for defending against
network attacks, social networking bugs, malware, and the most prevalent
malicious traffic. You also get access to open source tools, demo software, and a
bootable version of Linux to facilitate hands-on learning and help you implement
your new skills.

Security technology continues to evolve, and yet not a week goes by without
news of a new security breach or a new exploit being released. The Network
Security Test Lab is the ultimate guide when you are on the front lines of defense,
providing the most up-to-date methods of thwarting would-be attackers.

Get acquainted with your hardware, gear, and test platform●

Learn how attackers penetrate existing security systems●

Detect malicious activity and build effective defenses●

Investigate and analyze attacks to inform defense strategy●

The Network Security Test Lab is your complete, essential guide.
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Editorial Review

From the Back Cover

A practitioner's guide to achieving critical network security

The Network Security Test Lab sets you up for success defending your company's network against a full
complement of today's most-damaging malware, viruses, and other attack technologies. Written to be a
practitioner's tool, this convenient resource will show you how to dissect network packets and gives you
reliable strategies for defending against a variety of threats—including network attacks, crimeware, malware,
and the most-prevalent malicious traffic—and trains you on the software used by the top experts in the field
to implement your unique plan, including Wireshark, Networkminer, Nmap, Metasploit, and more.

Step-by-step instruction begins with explaining how to accurately assess your network's security and
establish processes to test penetration. Keep your security strong by setting up your own security-testing lab
inside where you can simulate attacks in isolation to observe how systems are targeted and to customize
better defenses to stop them.

This complete guide is your introduction to mastering:

The best hardware and gear to develop your own test platform●

All the ways attackers penetrate vulnerable security systems●

Detection of malicious activity and effective defense responses●

Defense-strategy authoring based on investigation and analysis●

About the Author

MICHAEL GREGG is CEO of Superior Solutions. He is the author of twenty security books, including
Security+ Street Smarts, and a regular contributor to Huffington Post, SearchNetworking.com, and other
periodicals. During his twenty years working in security, networking, and Internet technology, he has
testified before U.S. Congress and has developed a variety of learning tools for colleges and training
organizations.

Users Review

From reader reviews:

Jeffrey Brown:

Book is to be different per grade. Book for children until eventually adult are different content. As it is
known to us that book is very important for people. The book The Network Security Test Lab: A Step-by-
Step Guide has been making you to know about other understanding and of course you can take more
information. It doesn't matter what advantages for you. The book The Network Security Test Lab: A Step-
by-Step Guide is not only giving you more new information but also to become your friend when you truly
feel bored. You can spend your spend time to read your book. Try to make relationship together with the
book The Network Security Test Lab: A Step-by-Step Guide. You never sense lose out for everything if you
read some books.



Micah Stahlman:

This The Network Security Test Lab: A Step-by-Step Guide book is simply not ordinary book, you have it
then the world is in your hands. The benefit you obtain by reading this book will be information inside this
e-book incredible fresh, you will get facts which is getting deeper you actually read a lot of information you
will get. This kind of The Network Security Test Lab: A Step-by-Step Guide without we recognize teach the
one who reading it become critical in imagining and analyzing. Don't become worry The Network Security
Test Lab: A Step-by-Step Guide can bring whenever you are and not make your bag space or bookshelves'
grow to be full because you can have it inside your lovely laptop even phone. This The Network Security
Test Lab: A Step-by-Step Guide having good arrangement in word and layout, so you will not feel
uninterested in reading.

John Thornton:

The e-book untitled The Network Security Test Lab: A Step-by-Step Guide is the publication that
recommended to you you just read. You can see the quality of the reserve content that will be shown to an
individual. The language that writer use to explained their way of doing something is easily to understand.
The article writer was did a lot of investigation when write the book, hence the information that they share
for your requirements is absolutely accurate. You also will get the e-book of The Network Security Test Lab:
A Step-by-Step Guide from the publisher to make you far more enjoy free time.

Bruce Sandlin:

Don't be worry in case you are afraid that this book can filled the space in your house, you might have it in
e-book approach, more simple and reachable. This specific The Network Security Test Lab: A Step-by-Step
Guide can give you a lot of friends because by you considering this one book you have thing that they don't
and make a person more like an interesting person. This book can be one of a step for you to get success.
This reserve offer you information that might be your friend doesn't know, by knowing more than additional
make you to be great folks. So , why hesitate? Let's have The Network Security Test Lab: A Step-by-Step
Guide.
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