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A concise, updated guide to the 3GPP LTE Security Standardization
specifications

A welcome Revised Edition of the successful LTE Security addressing the
security architecture for SAE/LTE, which is based on elements of the security
architectures for GSM and 3G, but which needed a major redesign due to the
significantly increased complexity, and different architectural and business
requirements of fourth generation systems. The authors  explain in detail the
security mechanisms employed to meet these requirements. The specifications
generated by standardization bodies only inform about how to implement the
system (and this only to the extent required for interoperability), but almost never
inform readers about why things are done the way they are. Furthermore,
specifications tend to be readable only for a small group of experts and lack the
context of the broader picture. The book fills this gap by providing first hand
information from insiders who participated in decisively shaping SAE/LTE
security in the relevant standardization body, 3GPP, and can therefore explain the
rationale for design decisions in this area.

A concise, fully updated guide to the 3GPP LTE Security Standardization●

specifications
Describes the essential elements of LTE and SAE Security, written by leading●

experts who participated in decisively shaping SAE/LTE security in the
relevant standardization body, 3GPP
Explains the rationale behind the standards specifications giving readers a●

broader understanding of the context to these specifications
Includes new chapters covering 3GPP work on system enhancements for MTC,●

plus application layer security in ETSI TC M2M and embedded smart card in
ETSI SCP;  Security for Machine-type Communication, Relay Node Security,
and Future Challenges, including Voice over LTE, MTC,  Home base stations,
LIPA/SIPTO, and New Cryptographic Algorithms

Essential reading for System engineers, developers and people in technical sales
working in the area of LTE and LTE security, communication engineers and
software developers in mobile communication field.
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standardization body, 3GPP, and can therefore explain the rationale for design decisions in this area.

A concise, fully updated guide to the 3GPP LTE Security Standardization specifications●

Describes the essential elements of LTE and SAE Security, written by leading experts who participated in●

decisively shaping SAE/LTE security in the relevant standardization body, 3GPP
Explains the rationale behind the standards specifications giving readers a broader understanding of the●
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security in ETSI TC M2M and embedded smart card in ETSI SCP;  Security for Machine-type
Communication, Relay Node Security, and Future Challenges, including Voice over LTE, MTC,  Home
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Essential reading for System engineers, developers and people in technical sales working in the area of LTE
and LTE security, communication engineers and software developers in mobile communication field.
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Editorial Review

Review
"It also encompasses the architectural aspects, known as SAE, to give a comprehensive resource on the
topic." (Headsets, 16 February 2011)

 

From the Back Cover

A concise, updated guide to LTE Security  

This is a welcome Second Edition of the successful book on LTE Security (2010) addressing the security
architecture for LTE as specified by 3GPP. Since 2010, LTE has established itself as the unrivalled mobile
broadband technology of the fourth generation (4G), with significant commercial deployments around the
world and a fast growing market.The subject of this book is hence even more relevant than it has been at the
time of the first edition.  The authors explain in detail the security mechanisms employed in LTE and give an
overview of the ones in GSM and 3G, which LTE security substantially extends. 

The specifications generated by standardization bodies inform how to implement the system (and this only to
the extent required for interoperability), but almost never inform readers about why things are done the way
they are.  Furthermore, specifications tend to be readable only for a small group of experts and lack the
context of the broader picture. LTE Security Second Edition describes the essential elements of LTE
Security, written by leading experts who participated in decisively shaping LTE security in the relevant
standardization body, 3GPP, and explains the rationale behind the standards specifications giving readers a
broader understanding of the context to these specifications.

Includes two new chapters covering 3GPP work on Relay Node Security and on system enhancements for●

Machine-type Communication (MTC), plus application layer security in ETSI TC M2M and embedded
smart card in ETSI SCP 
Updates existing chapters , including Voice over LTE, Home base stations, and New Cryptographic●

Algorithms.
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Users Review

From reader reviews:

Jose Said:

The book LTE Security can give more knowledge and information about everything you want. Exactly why
must we leave a very important thing like a book LTE Security? Several of you have a different opinion
about publication. But one aim which book can give many details for us. It is absolutely proper. Right now,
try to closer along with your book. Knowledge or data that you take for that, you may give for each other; it
is possible to share all of these. Book LTE Security has simple shape however, you know: it has great and
large function for you. You can look the enormous world by open up and read a publication. So it is very
wonderful.

George Hoffman:

A lot of people always spent their own free time to vacation as well as go to the outside with them family or
their friend. Do you realize? Many a lot of people spent these people free time just watching TV, or even
playing video games all day long. If you want to try to find a new activity honestly, that is look different you
can read a new book. It is really fun for you personally. If you enjoy the book which you read you can spent
the whole day to reading a e-book. The book LTE Security it is rather good to read. There are a lot of people
that recommended this book. These folks were enjoying reading this book. In the event you did not have
enough space to develop this book you can buy typically the e-book. You can m0ore very easily to read this
book from your smart phone. The price is not too costly but this book offers high quality.

Jessica Palmer:

People live in this new day time of lifestyle always attempt to and must have the spare time or they will get
great deal of stress from both way of life and work. So , whenever we ask do people have free time, we will
say absolutely sure. People is human not just a robot. Then we request again, what kind of activity are you
experiencing when the spare time coming to you of course your answer may unlimited right. Then do you
ever try this one, reading books. It can be your alternative with spending your spare time, typically the book
you have read is definitely LTE Security.



William Kavanaugh:

Many people spending their time period by playing outside having friends, fun activity together with family
or just watching TV all day every day. You can have new activity to spend your whole day by studying a
book. Ugh, think reading a book can really hard because you have to take the book everywhere? It alright
you can have the e-book, delivering everywhere you want in your Smartphone. Like LTE Security which is
keeping the e-book version. So , why not try out this book? Let's notice.
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